Abstract-Fingerprint-based methods are widely adopted for indoor localization purpose because of their cost-effectiveness compared to other infrastructure-based positioning systems. However, the popular location fingerprint, Received Signal Strength (RSS), is observed to differ significantly across different devices' hardware even under the same wireless conditions. We derive analytically a robust location fingerprint definition, the Signal Strength Difference (SSD), and verify its performance experimentally using a number of different mobile devices with heterogeneous hardware. Our experiments have also considered both Wi-Fi and Bluetooth devices, as well as both Access-Point(AP)-based localization and Mobile-Node (MN)-assisted localization. We present the results of two well-known localization algorithms (K Nearest Neighbor and Bayesian Inference) when our proposed fingerprint is used, and demonstrate its robustness when the testing device differs from the training device. We also compare these SSD-based localization algorithms' performance against that of two other approaches in the literature that are designed to mitigate the effects of mobile node hardware variations, and show that SSD-based algorithms have better accuracy.
INTRODUCTION
A CCURATE indoor location determination is an indispensable building block of various context-aware services and ubiquitous environments. Geometric approaches require antenna arrays with large number of array elements on transceivers to achieve good accuracy, which incur high hardware cost [2] . On the other hand, fingerprint-based approaches, utilizing signal parameters provided by offthe-shelf wireless devices, are widely adopted for indoor localization purpose for their cost-effectiveness.
In a typical fingerprint-based system, a set of "training locations" are chosen in the service area. During an offline "training phase," location-dependent signal parameters, most commonly Received Signal Strength (RSS) values, are measured and recorded at each training location as the fingerprint for that particular location. During the online localization phase, various methods utilizing the recorded data can be applied to estimate the target device's location when the online RSS values of the device are collected.
Various commercially available hand-held devices and wireless Access Points (APs) are capable of reporting RSS. In general, the RSSs are mostly reported in dBm values. However, these devices usually come with many different hardware solutions, even for the same wireless technology. Regardless of whether a device's signal strengths as perceived by the APs are used to denote the device's location fingerprint, or the reverse approach in which the APs' signal strengths as perceived by the device (i.e., Mobile Node (MN)) are used, such fingerprints may differ significantly with the device's hardware even under the same wireless conditions [1] , [3] , [4] , [5] . This is often observed in existing popular wireless technologies, such as Wi-Fi or Bluetooth. The presence of power control feature in some mobile devices further complicates the issue [3] . As a result, a positioning system that relies solely on RSS to define location fingerprints generally does not perform well across heterogeneous devices.
The need for a robust location fingerprint is obligatory for any fingerprint-based localization algorithm, no matter how sophisticated the algorithm is. In [1] , we proposed a robust location fingerprint, namely, Signal Strength Difference (SSD), which was shown to outperform the traditional RSS fingerprint in terms of robustness across heterogeneous mobile devices, both analytically and experimentally. In this paper, we analyze the robustness of SSD more elaborately, using several off-the-shelf Wi-Fi and Bluetooth devices.
In existing localization literature, we usually encounter two different approaches to collect the signal strength samples, namely, AP-based, where the RSS is measured at the AP, and MN-assisted, where the RSS is actually measured at the MN itself. In order to verify SSD's robustness, we need to consider both of these scenarios. However, we have only considered the AP-based scenario in [1] , both for analysis and experiments. In this paper, we show that, regardless of whether the signal strength samples are collected at the APs or at the MN, SSD is a more robust location fingerprint compared to the traditional RSS.
We consider two separate experimental testbeds for Wi-Fi and Bluetooth. The Bluetooth testbed follows the APbased approach while the Wi-Fi testbed follows the MNassisted approach. Both testbeds include concrete walls, cubicles, people, etc., representing the indoor environment more practically, compared to our initial lecture theater testbed in [1] . We also compare SSD with two other robust location fingerprints [5] , [6] that are argued to mitigate the effects of MN's hardware variations.
The rest of the paper is organized as follows: We discuss our idea of defining a robust location fingerprint in Section 2. We provide a brief description of related works in Section 3. In Section 4, we present experimental findings supporting our claims. Finally, we depict in Section 5 the conclusions drawn and our future work.
ROBUST LOCATION FINGERPRINT
Our research focuses on providing cost-effective location estimation in the indoor environment, utilizing existing infrastructure. Due to widespread availability of Wi-Fi and Bluetooth networks within buildings, we choose both these RF wireless technologies for our analysis and experiments.
RSS is the most common RF signal parameter used as location fingerprints for Wi-Fi since it was first proposed in [7] . For Bluetooth, both "Received Signal Strength Indicator (RSSI)" and "Link Quality (LQ)" have been previously used as location fingerprints; but generally, positioning systems that are solely based on Bluetooth have reported poor accuracy. A detailed analysis of the available Wi-Fi and Bluetooth signal parameters can be found in [8] and [9] , respectively. Based on their analysis, it is apparent that all these signal parameters have specific usage according to their own respective technologies, which may render them inappropriate as location fingerprints. Among all the signal parameters available, RSS is argued to be the most viable option as location fingerprint for both Wi-Fi [8] and Bluetooth [9] . In this section, we deduce our location fingerprint, the SSD, and analytically prove its superiority over RSS, in terms of the system's overall robustness against heterogeneous mobile devices.
In existing localization literature based on location fingerprints, the signal strength samples are either collected at the APs, or at the MN that needs to be located. The APbased approach has the advantage of not requiring any modification of the MNs' devices before the latter can be tracked. On the other hand, the MN-assisted approach could better ensure the security and privacy of the MN. In both approaches, the samples' signal strength values collected over a small time-window are generally averaged to obtain the traditional RSS location fingerprint.
The RSS location fingerprint is influenced by a particular transmitter-receiver pair's hardware-specific parameters, such as antenna gains. Consequently, having a different transmitter-receiver pair compared to the training phase would likely produce a different RSS signature at the same location [4] .
In this section, we show that, rather than utilizing the absolute signal strength (i.e., RSS) as location fingerprint, the differences of signal strengths perceived at the APs or at the MN would actually provide a more stable location signature for any mobile device irrespective of its hardware used. We contend that, in this way, the transmitter-receiver pair's hardware effect is mitigated.
Suppose P ðdÞ and P ðd 0 Þ denote the received signal strengths at an arbitrary distance d and a close-in reference distance d 0 from the transmitter, respectively, for a particular transmitter-receiver pair. From the log-normal shadowing model [10] , we get
The first term on the Right Hand Side (RHS) of (1) defines the path loss component ( is the path loss exponent), while the second term reflects the variation of the received power at a certain distance (X dB $ Nð0; 2 dB Þ). Equation (1) can be rewritten as
Depending on the hardware used at both the AP and the MN, the perceived power at a reference distance (i.e., P ðd 0 Þ) varies, as a result of hardware-specific parameters, such as antenna gains. Therefore, the perceived RSS at a distance d is also hardware-dependent. This explains why RSS is not a robust location fingerprint, although it is commonly used in the existing literature. To simplify our discussion, let us first focus on the APbased approach, where the MN is the transmitter, while the AP is the receiver. Rather than using absolute RSS values as location fingerprints, the difference of the RSS values observed by two APs (i.e., SSD) can be used to define a more robust signature for a transmitting mobile device. In order to explain analytically, let P ðd 1 Þ and P ðd 2 Þ denote the RSSs of a mobile device's transmitted signal as perceived at two different APs (AP 1 and AP 2 ) which are at distances d 1 and d 2 from the mobile device, respectively. We assume that, all the APs have the same hardware properties, since it is quite common for an institution to choose the same brand and model for all their APs in the building. Consequently, using (2), we can write the following for AP 1 and AP 2 , respectively
and
Subtracting (4) from (3), we obtain
Equation (5) denotes SSD's expression, which is free from P ðd 0 Þ. Based on the above analysis, we claim that SSD is more robust against device hardware variations, compared to traditional RSS in denoting the location fingerprint when the signal strength samples are collected at the APs. In the following sections, we explain it in a more detailed way. We also inspect the case of MN-assisted localization where the signal strength samples are actually collected at the MN. Here, we have applied the shadowing model of RF propagation in our analysis which is a common practice in existing indoor localization literature for the sake of analytical tractability [11] , [12] . The shadowing model has also been used to model indoor RF propagation in popular "Wireless Communications" textbooks [10] , [13] . Nevertheless, we also provide an alternative analysis using multipath propagation channel model in Appendix A, which can be found on the Computer Society Digital Library at http://doi.ieeecomputersociety.org/10.1109/ TMC.2011.243, where SSD could also be shown to be free from the effect of variations in MN's hardware-dependent transmitter/receiver power gain for both AP-based and MN-assisted localization.
Note that, although it is common for Wi-Fi communication infrastructure in most campus and industrial buildings to have APs with the same brand and model, it is not a mandatory condition for our proposed SSD fingerprint to work in practice. As we will show in the following analysis, as long as each AP remains constant for both the training phase and the localization phase, the proposed scheme is able to eliminate the hardware differences caused by device heterogeneity.
Signal Strength Samples Collected at APs (AP-Based Approach)
Consider the same scenario as above but with the assumption that the reference power, i.e., P ðd 0 Þ of (2), can be evaluated using the free space propagation model as follows [13] :
where P MN is the MN's transmitted power, G MN is the MN's antenna gain, G AP i is the ith AP's antenna gain, L is the system loss factor, and MN is the transmitted carrier's wavelength. Using (6), both (3) and (4) can be rewritten, respectively, as
and P ðd 2 Þj dBm ¼ 10 log
In order to compute SSD, subtract (8) from (7), we have
The expression of SSD for the AP-based approach in (9) does not contain any MN-dependent term. Therefore, the SSD would be entirely free from any influence caused by the MNs' hardware variations. Moreover, even if different APs have different antenna gains and system loss factors, as long as these settings for each individual AP remain consistent across both training and localization, SSD will achieve consistency between the offline and online fingerprints.
Signal Strength Samples Collected at MN (MN-Assisted Approach)
We consider the same scenario as above, except that the signal strength is now measured at the MN rather than at the APs. Subsequently, (7) and (8) take the following forms, respectively,
In order to compute SSD in this scenario, subtract (11) from (10), we have
Again, in the MN-assisted approach, the SSD is entirely free from the influence caused by MNs' hardware variations. Although the SSD expression is affected by different APs' configurations such as power settings, antenna characteristics, and operated channels, as long as the configuration for each individual AP remains consistent across both training and localization phases, the SSD will achieve consistency between the offline and online fingerprints. Furthermore, even if the APs were to switch to different channels (e.g., changing from channel 1 to channel 11 for 802.11 g) from the training phase, the changes in the 's of (12) will not be significant [14] . It should also be noted that, the samples gathered at the MN can be derived from the beacon frames that come from the APs [4] . Since these frames are generally sent using some default power setting, we can approximate that P AP1 % P AP2 .
Although the SSD is robust against device heterogeneity, an important tradeoff needs to be made when it is used to replace the RSS as a location fingerprint-the SSD fingerprint vector is always one dimension lower than the RSS fingerprint vector for the same number of APs. In order to understand this, suppose there are N APs within the range of a mobile device. Since each AP yields one RSS reading, the resulting RSS fingerprint vector has N elements. On the other hand, although there are
different SSD values resulting from the N RSS readings, only ðN À 1Þ of these are independent. Hence, an SSD fingerprint vector contains only ðN À 1Þ elements. The smaller dimensionality potentially puts it at a disadvantage compared to an RSS fingerprint vector (if all else remains the same). This implies that, if the same device were to be used for both training and online localization phases, then the use of RSS fingerprint vectors could yield better localization accuracy than SSD fingerprint vectors. Nevertheless, it was found in [11] that when N is large (N > 5), an increase in RSS fingerprint vector's dimensionality no longer results in any significant improvement of the localization accuracy. Therefore, the effect arising from the slightly smaller dimensionality of the SSD fingerprint vector should also become insignificant when N is large.
In many practical scenarios, a localization system is intended to track heterogeneous devices, and hence, we would expect the user devices to be frequently different from the training device. As reported in [1] , [3] , [4] , and [5] , different devices tend to report quite different RSS values at the same location. Under such circumstances, the use of RSS as a location fingerprint usually results in significant deterioration of the localization accuracy. The SSD, in contrast, is able to maintain its good localization accuracy across heterogeneous devices. As we will show in our experimental results in Section 4.4, with four APs, it is observed that the localization accuracy obtained from using SSD fingerprints is only slightly lower than using RSS fingerprints when the same device is used for both training and online localization phases. However, in the more practical case in which different devices are used for training and online localization respectively, the SSD outperforms RSS significantly even though the SSD fingerprint vector has a smaller dimensionality.
RELATED WORK
The current research efforts for indoor positioning systems can largely be divided into two main categories: 1) those that require specialized hardware (e.g., RF tags, ultrasound receivers) and extensive deployment of dedicated infrastructure solely for localization purpose [15] , [16] , [17] , and 2) those that utilize the location-dependency of easily measurable signal parameters (e.g., received signal strength). The latter approach aims to build a positioning system by leveraging on an existing infrastructure (e.g., Wi-Fi networks) [7] , [18] , [19] , [20] , [21] , [22] , [23] , [24] , [25] in a cost-effective way.
A few works in the second category above exploit RSS directly for distance estimation. One example is [19] , in which distance and path loss exponent are jointly estimated in a least square approach. Another example is [26] , which converts Signal Strength Differences into distance measurements using signal propagation model. Then a hyperbolic positioning algorithm [26] based on the distance differences is suggested to locate a Base Transceiver Station (BTS) in cellular communications environment. However, the robustness of these schemes in the presence of hardware heterogeneity is not addressed. In contrast, our work focuses on fingerprint-based positioning systems. Due to space limitation, we only provide an overview of some existing approaches under this category. More in-depth discussions can be found in [27] and [28] . Location fingerprinting techniques became popular with RADAR [7] , mainly because of the unavailability of appropriate radio signal propagation models for indoor environments. It also opened the door for many different approaches to be applied for the indoor localization problem. For example, Nibble [18] is one of the first systems to use a probabilistic approach for location estimation. Local linearization technique and factor graph have been employed in [29] to model the mapping between RSS and location, based on the training data. To date, Ekahau's Positioning Engine [30] claims to be the most accurate location system with 1 metre average accuracy and a short training period. Note that, Ekahau is a commercial positioning system, and there exists no scientific evaluation to verify their claim.
The effects of different devices' hardware variations on RF location fingerprint have gained little attention in the localization literature so far. As discussed before, existing works generally use the same mobile device during both training and testing phases, thereby, invoking similar setups (i.e., transmitter-receiver pair) in both cases. However, [1] , [3] , [4] , [5] , [31] , [32] have observed that the location fingerprints (i.e., RSSs) produced by using different mobile devices vary quite significantly from one another even under the same wireless conditions. Haebarlen et al. [4] try to accommodate various devices by having a benchmark training database taken with only one device. For other devices, they require a set of linear RSS conversion formulae, which translate the RSSs of those devices into the benchmark device's RSSs. These linear conversion formulae are obtained by laboriously experimenting with each supported device to discover its RSS relationship with that of the benchmark device. Kjaergaard [31] follows a similar approach, and also discusses a method to tune the parameters of the linear conversion formula automatically instead of manual calibration. In their subsequent work, Kjaergaard [32] identifies that the hearability problem (i.e., a mismatch of the set of APs that can be heard by different NICs) might affect the performance of their scheme, and suggests that the NIC used for collecting fingerprints (i.e., their benchmark device in the formula) should be the one that can hear the most APs. Tao et al. [3] utilize signal strength difference as a location fingerprint like our approach. Their motivation was to find the locations of rogue machines with different hardware configurations and varying transmitting powers. They have only provided experimental results based on the idea, without any intuition or analysis about why the differences in signal strengths could work successfully in their scenarios. On the contrary, our work gives both the detailed analysis and the experimental results as to why the SSD could be regarded as a robust location fingerprint, for both AP-based and MN-assisted localization approaches.
Around the same time when we proposed the use of SSD as a robust location fingerprint in [1] , another work [5] also attempted to use a fingerprint that is related to signal strength differences. Specifically, it explored the use of normalized logarithmic signal-strength ratios, termed as Hyperbolic Location Fingerprint (HLF) [5] that is experimentally motivated. However, it does not provide any theoretical analysis as to why the HLF mitigates the hardware variation effects. Although the logarithm function is monotonic, the relationship between HLF and SSD is not as subtle as it seems. To appreciate the difference, one needs to take an analytical approach. The HLF approach is equivalent to taking the logarithm of (3) and (4), and then combining them. It can be easily seen that the resulting expression is not totally free from P ðd 0 Þ, unlike our SSD's expression in (5) . Since heterogeneous devices are likely to have different P ðd 0 Þ, the HLF is unable to fully mitigate hardware variations from a theoretical standpoint. As will be demonstrated in our experimental results in Section 4.4.3, the SSD indeed outperforms the HLF when heterogeneous training and testing devices are used.
Another method, termed Ecolocation [6] , uses ordered sequence of RSS measurements rather than the absolute RSSs to constitute a unique location fingerprint. If P ðd i Þ and P ðd j Þ denote the RSSs at AP i and AP j , which are at distances d i and d j from the MN, respectively, then a constraint of the sequence is defined as
First, the constraint set for each grid point is calculated using the RHS of (13) . Only the locations of reference nodes (i.e., APs) are required in this phase-no signal strength collection surveys are necessary. During location determination phase, the ordered sequence of RSSs collected at the APs is translated into the ordered sequence of distances using (13) , and subsequently matched against the constraint set of each grid point calculated beforehand. The centroid of the grid points where the maximum number of constraints are matched is returned as the location estimate. We believe that, owing to MNs' hardware variations and varying transmission powers, both P ðd i Þ and P ðd j Þ should be affected in a similar way. Therefore, the constraint (13) is expected to remain intact over different MNs. Consequently, Ecolocation could be robust against MNs' hardware variations as well. Hence, we also compare SSD's performance with that of Ecolocation in our experiments.
EXPERIMENTAL STUDY
We first describe our experimental testbeds and data collection procedure in Sections 4.1 and 4.2, respectively. Then, we list in Section 4.3 some assumptions that we have made for our experiments. Finally, in Section 4.4, we present our results and findings.
Testbed Setup
We have two experimental testbeds. Table 1 lists the devices used in our testbeds. Testbed 1 is a Wi-Fi testbed located inside a laboratory of our campus (see Fig. 1 ) that spans over an area of 382 m 2 . It has three separate rooms (divided by walls), where one is a discussion room, and the other two include many small cubicles.
We have mainly used Linksys WRT54G routers as our APs. The locations of these APs are marked as stars in Fig. 1 . Additionally, we have also utilized measurements from the Cisco Aironet 1200 series routers for some of our experiments that provide wireless connectivity in the building. Note that, this testbed follows an MN-assisted approach where the MN itself retrieves the signal strength information.
Testbed 2 is a Bluetooth testbed located within another laboratory of our campus (see Fig. 2 ) that spans over an area of 214 m 2 , and includes many small cubicles. In this testbed, we have used four Aopen MP945 Mini PCs as our APs which are placed near the ceilings. The locations of these APs are marked as stars in Fig. 2 . Each MP945 is equipped with BT-2100 Class 1 Bluetooth adapter which scans for Bluetooth packets by issuing inquiries periodically. This testbed emulates the AP-based positioning system where the signal strengths are actually measured at the AP side.
Data Collection Procedure
In our two testbeds, there are 466 and 337 training points or grids, respectively. The training process involves placing the mobile device at each training point, and collecting data. Our front-end of the signal strength collection program has a Java Graphical User Interface (GUI), which allows the user to load the map and click on the location to be trained conveniently. We have collected our measurements during afternoons over 10 working days. As mentioned before, the settings and surroundings of both testbeds include concrete walls, cubicles, movement of people, etc., and represent the indoor environment more practically compared to our initial testbed in [1] .
In Testbed 1, we have utilized tcpdump [33] to capture the signal strength at the MN. We first put the MN's NIC into "monitor mode," and continuously cycle through the non-overlapping Wi-Fi channels 1, 6 and 11, where it stays on each channel for 10 ms. Concurrently, we run tcpdump to snoop all the 802.11 packets from the air. Later on, we ran some scripting programs on the tcpdump's actual output to retrieve the required RSS information from our desired APs. In the case of Bluetooth, we log onto the mini PCs using Secure Shell (SSH) and make the APs issue Bluetooth inquiries which the mobile device responds to. The Bluetooth signal strength information retrieval program is written utilizing the HCI API of BlueZ [34] protocol stack. In each case (Bluetooth or Wi-Fi), the packet information is transferred to our central server's database from the APs (i.e., mini PCs) or the MN. The central server is also responsible for calculating the location during the testing phase. Our signal strength collection programs are invoked externally from the Java program when we click on the locations to be trained on the map. Note that, our Bluetooth adapters provide the absolute RSS values of the inquiry response packets, rather than the RSSI values as stipulated by the Bluetooth Core specification. At each location, stationing ourselves with an MN for 1 minute would give enough samples (200 to 300) in case of Wi-Fi for every AP, whereas for Bluetooth, we would have to stand for 2 or 3 minutes to gather the same number of samples. We aim to take many samples at a particular location because we want to prove statistically that SSD is better in the experimental results. However, collecting 20 samples per location was observed to provide comparable results to even collecting 200 to 300 samples per location in case of SSD.
Assumptions
Here, we list the assumptions that we have made for our experiments.
1. Whenever we have used RSS as location fingerprint for certain experiments, we have assumed it to be normally distributed at any particular location in our paper. Though some works defy this phenomenon, others lend support to it [35] . We assume each RSS value in the location fingerprint to be a normal random variable characterized by only its mean and standard deviation. Similar to [4] , our experimental results also suggest that it is a reasonable approximation, as significant improvement cannot be achieved even if we were to utilize histogram representations of RSS. However, we have used the histogram representation for HLF and the histogram's bin size is selected to be 0.02 as suggested by Kjaergaard and Munk [5] . 2. We have chosen two well-known algorithms in the localization literature, namely, K Nearest Neighbor (KNN) [7] and Bayesian Inference [4] , in order to test our ideas. Our key intention is to show that our ideas are quite generic and can be helpful irrespective of the choice of algorithms. For the KNN algorithm, we chose the value of K empirically, similar to prior works [7] . While applying Bayes formula, the priori probabilities are assumed to be uniformly distributed. 3. In order to apply probabilistic models, one assumption that has widely been used is the independence of RSS values of different APs [18] , [21] . This assumption is justifiable for a well-designed network where each AP runs on a non-overlapping channel. Kaemarungsi and Krishnamurthy have performed experiments in [35] to evaluate the correlation factor among the APs' RSS values in the presence of interference and they have strengthened this claim as well. Thus, we have also adopted their vindication.
Experimental Results and Findings

Justification of SSD as a Robust Fingerprint
For this experiment, we have chosen various mobile devices which are listed in Table 1 Fig. 3a shows the RSSs as perceived by two different Wi-Fi NICs (i.e., MNs) from packets transmitted by a Linksys WRT54G router (i.e., AP) while Fig. 3c depicts the SSDs between two such routers' signals as perceived by the two NICs. Only Linksys routers' data have been presented here for brevity, as Cisco routers' measurements have yielded similar trends. Fig. 3b shows the RSSs as perceived by a Bluetooth adapter (i.e., AP) from packets transmitted by several Bluetooth devices (i.e., MNs) while Fig. 3d depicts the SSDs of these MN devices' transmitted packets as perceived by two Bluetooth APs.
From our experimental results, we see that, the RSS perceived by a certain MN (MN-assisted) or AP (AP-based) varies significantly across different mobile devices at each training location. This has repercussion in their use as fingerprints because the RSS fingerprint vectors collected during the training phase will be strongly dependent on the mobile device used. Most existing works perform both their training and testing phases using the same device, thereby, ignoring this practical issue. On the contrary, the SSD remains quite consistent across different mobile devices in our experiments. This readily complies with our analysis in Section 2.
Comparison between SSD and RSS as Location Fingerprint
As pointed out in the previous section, the use of the same MN for both training and testing phases may have biased the reported results of the existing fingerprinting techniques. To investigate further, we conducted experiments inside both our MN-assisted Wi-Fi (Testbed 1) and APbased Bluetooth (Testbed 2) testbeds to visualize the effects of MN's hardware variations. In order to inspect the "same device" effect, we utilized Intel's NIC for both training and testing phases in Testbed 1. Among the 466 training grids as shown in Fig. 1, 200 of them are selected randomly as training points while the remaining 266 are kept for testing purpose. We then run our algorithms (i.e., KNN and Bayesian) to obtain the localization errors. We repeat this procedure for 101 times in order to obtain all the errors for different combinations of training and testing samples, and finally obtain the cumulative probability graph of Fig. 4a . In Testbed 2, we utilized Ranger's BT-2100 Class 1 adapter for both training and testing phases. In this particular testbed, 200 of the 337 training grids as shown in Fig. 2 are selected randomly as training points, while the remaining 137 are kept for testing purpose. We follow a similar approach as the one described for Testbed 1 in order to obtain the cumulative probability graph of errors in Fig. 4b . Note that, only Bayesian algorithm's results are presented here for brevity. The results obtained using the KNN algorithm have demonstrated similar trends.
In order to inspect the "different device" effect, we utilized two different Wi-Fi NICs as listed in Table 1 for Testbed 1. The Intel NIC's collected data at 466 grids as shown in Fig. 1 are kept as training data while the Atheros NIC's collected data at 244 of the 466 grids are utilized for testing purpose. In Testbed 2, we have utilized four different Bluetooth devices as listed in Table 1 for collecting measurements at the 337 locations as shown in Fig. 2 . We set aside Ranger's BT-2100 Class 1 adapter's data set as our training samples, while the remaining ð3 Â 337Þ ¼ 1;011 samples from the other three Class 2 devices are used for testing. The resulting cumulative probability graphs of localization errors are shown in Figs. 4c and 4d for Wi-Fi and Bluetooth, respectively.
The error performance when using the same device for both training and testing can be visualized in Figs. 4a and 4b for Wi-Fi and Bluetooth, respectively. In this case, the RSS-based algorithms perform slightly better than its SSD counterparts. As explained earlier in Section 2, the SSD fingerprint vector has a smaller dimensionality compared to the RSS fingerprint vector (3 versus 4 for the case of 4 APs). This puts SSD at a slight disadvantage when the same device is used for both training and online localization. Moreover, one may also argue that SSD has higher variance than RSS. Using (2) and (5), and assuming that X 1 and X 2 are independent and identically distributed Gaussian with variance 2 dB , RSS and SSD are distributed as
respectively. For the same device, we notice that the means of both RSS and SSD do not change, and the variance of RSS is actually lower than that of SSD. However, in practical scenarios, a localization system is usually intended to track heterogeneous devices, and hence, the better performance of RSS only occurs occasionally when the user device happens to be the same as the device used for training. In practice, it is more often for the users to carry different devices from the training device. It can be easily seen from the Gaussian approximations of RSS and SSD that the mean of RSS varies depending on different MNs' hardware since it includes P ðd 0 Þ, while SSD's mean still remains the same. As we will see, the practical hardware dependency issue overshadows the disadvantage of the larger variance and smaller dimensionality of the SSD fingerprint, based on our experimental results shown below, using commonly found commercial devices.
Let us investigate the more common scenario, where the user devices are different from the training device. From  Figs. 4c and 4d , it is apparent that the hardware variations of the MN have adverse effects on the RSS-based localization's performance for both Bluetooth and Wi-Fi. We further notice that, this issue is prevalent regardless of whether the RSS is measured at the APs for AP-based localization, or at the MN for MN-assisted localization. On the contrary, SSD based localization has much better accuracy than RSS-based localization in the presence of hardware variations in both our Wi-Fi and Bluetooth experiments (see Figs. 4c and 4d) . It is also noteworthy to compare Fig. 4a against Fig. 4c , as well as Fig. 4b against Fig. 4d . As can be seen, the accuracy of SSD based localization remains almost the same in the respective comparisons. This implies that SSD-based localization is invariant to the mobile device being used, regardless of whether it is the same as the training device or not. This agrees with our analysis in Section 2 that SSD is free from hardware-dependent effects.
Comparison of SSD with Other Robust Location Fingerprints
In order to compare SSD with other robust location fingerprints, we consider two different combinations of training and testing data for both Wi-Fi and Bluetooth. Among the 466 locations of our Wi-Fi testbed, we first keep the Atheros chipset's data collected at 244 locations as training samples. The Intel chipset's data collected at the remaining 222 locations are used for testing purpose. For the second combination, we just swap our training and testing data. In other words, the 222 locations' Intel data are used as training samples whereas the 244 locations' Atheros data are kept for testing. The results of the experiments can be visualized in Figs. 5a and 5b, respectively. Some numerical values (e.g., percentiles and average) of these two figures are listed in Table 2 . The training and testing locations of both combinations are chosen in a way that they are spread uniformly over the whole testbed.
For our Bluetooth testbed, we first keep the Class 1 device's data collected at 171 among the 337 locations as training samples, whereas the three Class 2 devices' data collected at the remaining 166 locations are used for testing purpose. For the second combination, the 166 locations' Class 2 devices' data are used as training samples whereas the 171 locations' Class 1 device's data are kept for testing. The results of the experiments can be visualized in Figs. 6a and 6b, respectively. Some numerical values of these two figures are also listed in Table 3 . Similar to our Wi-Fi testbed, the training and testing locations of both combinations are chosen in a way that they are spread uniformly over the whole testbed.
For the case of Wi-Fi, it is evident from Fig. 5 and Table 2 that, SSD based techniques are better than the other two schemes (HLF and Ecolocation) described in Section 3 that could also mitigate the MNs' hardware variation effects to some extent. Similar conclusions could also be drawn from our Bluetooth experimental results, as can be seen from Tables 2 and 3 for Wi-Fi and Bluetooth, respectively.
As explained earlier in Section 3, the HLF relies on normalized logarithmic signal-strength ratios for location fingerprinting, which is shown analytically to be still vulnerable to MN's hardware heterogeneity. This explains why our SSD-based algorithms perform better than the HLF-based algorithms. Nevertheless, the HLF-based algorithms are still comparably more robust than the RSS-based algorithms.
Ecolocation performs even worse than the RSS-based algorithms for both our Wi-Fi and Bluetooth experiments. This can be attributed to the following reasons: 1) Ecolocation is mainly targeted at localizing inexpensive sensors and is shown to perform better than other localization algorithms found in wireless sensor networks [6] . Its main advantage lies in the fact that it requires no time-consuming signal strength collection surveys in the location space, whereas all the other algorithms considered in our experiments require the use of offline training data. 2) RSS measurements cannot be translated into distances accurately in the real world. Therefore, uncertainties could arise while using (13) as discussed in [6] . Moreover, since we only have four APs in each testbed, the number of constraints (i.e., 4 2 À Á ) at each grid point is also quite limited. For fairer comparisons with the other schemes, we modify Ecolocation by making use of the offline training data, and call the resulting scheme "Modified Ecolocation." The constraint set for each grid point of the modified algorithm consists of the ordered sequence of RSS values collected during the training phase instead of the distance constraints as discussed in Section 3. The ordered sequence of RSSs collected during the online localization phase is now directly compared with each grid point's constraint set without the need for translation into distance constraints using (13) . The experimental results show that the performance of our modified Ecolocation is significantly better than the original Ecolocation scheme, and it also outperforms the RSS-based algorithms. However, its performance is still inferior to our SSD-based algorithms.
CONCLUSIONS AND FUTURE WORK
In this paper, we define a robust location fingerprint, the SSD, which provides a more robust location signature compared to the traditional RSS in the presence of mobile node hardware heterogeneity. Both our theoretical analysis and experimental studies have shown that, regardless of whether the signal strength samples are collected at the APs (AP-based localization) or at the MN (MN-assisted localization), SSD-based localization algorithms outperform those based on the traditional RSS fingerprints, as well as several other techniques that are designed to mitigate the effects of MNs' hardware variations. This conclusion could not be drawn in our early work in [1] where only AP-based analysis was carried out. In this paper, we also considered two different testbeds for Wi-Fi and Bluetooth which emulate MN-assisted and AP-based localization, respectively. The settings and surroundings of both testbeds represent an indoor environment more practically compared to our initial lecture theater testbed of [1] which only considered an AP-based localization approach.
We point out two future directions. First, although previous works on Bluetooth-based localization have largely provided discouraging results [36] , or required the aid of additional wireless technologies [20] , our experience with Bluetooth shows that it is a promising technology as well that requires more investigation. Second, more experiments could be conducted in testbeds with different setup and size to explore SSD's viability across different settings. Moreover, investigating the impact of testbed's grid size, and the sample collection procedure's effects (e.g., fewer samples at each grid) on our SSD-based algorithms could certainly provide interesting future work directions. . For more information on this or any other computing topic, please visit our Digital Library at www.computer.org/publications/dlib.
